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2014

The year Swift was introduced



So many things | wish | knew back then...

* Like why | was getting crashes after renaming an @IBOutlet var?
 Why does everything have NS prefixes”?

* How am | supposed to prevent my UlViewController from crossing the
thousand-line threshold?

* \Why are there optionals of optionals?
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2017

My job converted to (almost) full backend



Mess things around
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2021

Back at building 10S apps ... for me
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Download on the
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Today

at ServerSide.swift




« | know Swift, I’'m learning
backend with Swift »

Here’s what you need to know!




Kickstart your journey
iInto the backend world

Things | wish someone told me when | got started

ServerSide.swift 2024



Thomas Durand

Call me Dean

Backend architect at DiliTrust

OS indie dev [A2

Speaker, tech blog writer, ® enthusiast



https://thomasdurand.fr
https://mastodon.social/@deanatoire

Welcome to the jungie!
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Your app Is the user
of your backend





















Backend Is simpler!



Backend Is simpler!
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In this session

Handle incoming requests
Approach APl evolution
Security concerns
Authenticate your requests

Where to go from there?



Handle iIncoming requests



What’s a request?



What’s a request?

import Foundation

Llet baseUrl = URL(string: "https://api.illumineering.fr").unsafelyUnwrapped
var request = URLRequest(url: baseUrl.appending(path: "apps"))
request.httpMethod = "GET"

request.setValue("application/json", forHTTPHeaderField: "Accept")
request.setValue("en-GB,en;g=0.9", forHTTPHeaderField: "Accept-Language')



What’s a request?

import HTTPTypes

var request = HTTPRequest(
method: .get,
scheme: "https",
authority: "api.illumineering.com",
path: "/apps"
)
request.headerFields|[.accept] = "application/json"
request.headerFields[.acceptLanguage] = "en-GB,en;q=0.9"



What’s a request?

// https://github.com/apple/swift—http—-types
import HTTPTypes

var request = HTTPRequest(
method: .get,
scheme: "https",
authority: "api.illumineering.com',
path: "/apps"
)
request.headerFields|[.accept] = "application/json"
request.headerFields[.acceptLanguage] = "en-GB,en;q=0.9"


https://github.com/apple/swift-http-types

What’s a request?

https://github.com/apple/swift-http-types
HTTPTypes

request = HTTPRequest (
method: .get,
scheme:
authority:
path:
)

request.headerFields[.accept] =
request.headerFields[.acceptLanguage] =


https://github.com/apple/swift-http-types

What’s a request?

https://github.com/apple/swift-http-types
HTTPTypes

request = HTTPRequest (

method: .get,

scheme: ,

authority:

path: "/apps"
)
request.headerFields[.accept] =
request.headerFields[.acceptlLanguage] =


https://github.com/apple/swift-http-types

What’s a request?

HTTPTypes

request = HTTPRequest (
method: .get,

scheme: ,
authority: ,
path:
)
request.headerFields[.accept] = "application/json"

request.headerFields[.acceptLanguage] = "en-GB,en;qg=0.9"


https://github.com/apple/swift-http-types

What’s a request?

import Foundation
HTTPTypes
import HTTPTypesFoundation

request = HTTPRequest (

method: .get,

scheme: ,

authority:

path:
)
request.headerFields[.accept] =
request.headerFields[.acceptlLanguage] =

let (data, response) = try await URLSession.shared.data(for: request)



What’s a request?

import Foundation
HTTPTypes
import HTTPTypesFoundation

request = HTTPRequest (
method: .post,
scheme: ,
authority: )
path:
)
request.headerFields[.accept] =
request.headerFields[.acceptLanguage] =
request.headerFields[.contentType] = "application/json"
let (data, response) = try await URLSession.shared.upload(for: request, from: payload)




What’s a request?

import Foundation
import HTTPTypes
import HTTPTypesFoundation

var request = HTTPRequest(
method: .post,

scheme: "https", Route

authority: "api.illumineering.com",

path: "/apps"
)
request.headerFields|[.accept] = "application/json" Payload
request.headerFields[.acceptLanguage] = "en-GB,en;q=0.9" | Headers \‘I
request.headerFields|[.contentType] = "application/json"

let (data, response) = try await URLSession.shared.upload(for: request, from: payload)



What’s in the response?

(data, response)



What’s in the response?

_ = data // x,xxx bytes



What’s in the response?

_ = data // x,xxx bytes

= response.status // 200 OK



What’s in the response?

data // X,xxx bytes

response.status // 200 OK

response.headerFields[.contentDisposition] // application/json; charset=utf-8



Build a response



Build a response

import Vapor

func routes(_ app: Application) throws {
/] ...
}



Build a response

import Vapor

func routes(_ app: Application) throws {
app.get("apps") 1 req async —=> ... 1n
[/ s
I3



Build a response

Vapor
(_ app: Application)
app.get("apps") { reg —>
}



Build a response

import Vapor

func routes(_ app: Application) throws {
app.get("apps") { req async —> [App] in
App.allCases
}

}

struct App: Content {
let 1d: String
let name: String
let weight: Int

}

extension App: Caselterable {
[/ .
}



The responder chain

Request 4\

Handler

Response 4—/



The responder chain

and the concept of middleware

Request —p

Middleware Handler

Response




The responder chain

and the concept of middleware

Request ——»
Middleware Middleware Handler

Response



The responder chain

and the concept of middleware

Request
Middleware Middleware Middleware Handler

Response




The responder chain

and the concept of middleware

Request

Security

Authenticate Handler

Headers

Response



Middlewares bring separation of
concerns & reusability



Approach API evolution
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How to avoid that?



Write lests!



Functional Tests

@testable import App
Testing

import Vapor

import XCTVapor

@Test("Checks apps are returned")
func appsRouteReturnAppsList() async throws {

1 app
try await app.test(.GET, "apps") { res throws 1in
try #require(res.status == .ok)

let json = try res.content.decode([App].self)
if json.isEmpty {
throw AppTestError.noApps

}

guard let padlok = json.first(where: { $0.id == "padlok" }) else {
throw AppTestError.missingApp(id: "padlok")

}

#expect(padlok.name == "Padlok")

#expect(padlok.weight == 100)



Functional Tests

.GET, "apps"



Functional Tests

[App].self



Functional Tests

App
Testing
Vapor
XCTVapor
( )
()
{ app
app- (.GET,
(res.
json = res.
json. {
AppTestError.
¥
padlok = json.
AppTestError.
¥
(padlok.name ==
(padlok.weight ==
¥

100)

(

([App].self)

r { $0.1

)

struct App: Content {
let id: String
let name: String
let weight: Int



This tests that the server works



This tests that the server works

but does not test against your app expectations



Test against your app expectations

The app struct as v1.0 knows it!

nrivate struct AppV1l 0: Decodable {
let 1d: String
Llet name: String

}

@Test('"Checks apps are compatible with v1.0")
func appsRouteReturnAppsListForV1l 0() async throws {

1 app
try await app.test(.GET, "apps") { res throws 1in
try #require(res.status == .ok)

_ = try res.content.decode([AppV1_0].self)



Add tests for new app versions!

The app struct as v1.2 knows it!
private struct AppV1l 2: Decodable {
let 1d: String
Let name: String
let weight: Int

}

@Test("Checks apps are compatible with v1.2")
func appsRouteReturnAppsListForV1l _2() async throws {

1 app
try await app.test(.GET, "apps") { res throws in
try #require(res.status == .ok)

_ = try res.content.decode( [AppV1_2].self)



Tests bring confidence
INn deployments




Plan ahead!

Introduce "backward compatible"” changes




Plan ahead!

Introduce "backward compatible"” changes

GET https://api.illumineering.fr/apps

{
"apps": [...]
}



Plan ahead!

Introduce "backward compatible"” changes

GET https://api.illumineering.fr/apps?type=utility

1
h

"apps": [...]



Plan ahead!

Introduce "backward compatible"” changes

GET https://api.illumineering.fr/apps?type=utility

{

"apps": [...],
"featured": [...]

}



Plan ahead!

Introduce "backward compatible"”" changes

POST https://api.illumineering.fr/feedback

{

""message”: "This app 1s awesome!"

}



Plan ahead!

Introduce "backward compatible"” changes

POST https://api.illumineering.fr/feedback

{

"'message”: "This app 1s awesome!",
"email": "an.optional.email@thomasdurand. fr"

}



Plan ahead!

Introduce "backward compatible"” changes

Add new routes!




Plan ahead!

Response format matters!

1

"1d": "padlok",

"name:": "Padlok",

"weight": 100 . .
. Returning an array is common
{

"1d": "sharepal",

"name:": "SharePal",

"weight": 200



Plan ahead!

Response format matters!

{
"items": |

{
"1d": "padlok",
"name:": "Padlok",

\ "weight": 100 Returning an object is better

{
"1d": "sharepal,
"name:": "SharePal",
"weight": 200

s



Plan ahead!

Response format matters!

{
"items": |
{
"id": "padlok",
"name:": "Padlok",
"weight": 100 Adding new properties allows
I{F, more versatility
"1d": "sharepal",
"name:": "SharePal",
"weight': 200
I3
1,
"count": 2



Introduce a container!

struct List<T: Content>: Content {
let items: [T]
+



Introduce a container!

struct List<T: Content>: Content {
let items: [T]
b

extension List: RandomAccessCollection {
[/ .
+

extension List: ExpressibleByArrayLiteral {
[/ ..
}



Add your app version in Request Header

App side
request.setValue("1.0.0", forHTTPHeaderField: "App-Version")



Add your app version in Request Header

App side
request.setValue("1.0.0", forHTTPHeaderField: "App-Version")

Server side

if req.headers.appVersion >= "1.2.0" {
// Something new

} else {
// Backward-compatible something

}



Add your app version in Request Header

App side
request.setValue("1.0.0", forHTTPHeaderField: "App-Version")

Server side

if req.headers.appVersion >= "1.2.0" {
// Something new

} else {
// Backward—-compatible something
}

struct SemanticVersion: Comparable, Equatable, ExpressibleByStringLiteral { /*x ... *x/ }
extension HTTPHeaders {

var appVersion: SemanticVersion? { /* ... %/ }
}



New story!

Backend APIs: Constant

evolution but tethered to the
past

i
Deatl)'l?:) S Sharing insights and opinions on software development and computer science.

https://blog.thomasdurand.fr/story/2024-05-12-backend-api-tethered-to-the-past/



Security concerns






Use Transport Layer Security!



Use Transport Layer Security!

https://



TLS uses 443 port by default



Vapor supports TLS

443
—_— Vapor App

// Enable TLS over 443

app.http.server.configuration.port = 443

app.http.server.configuration.tlsConfiguration = .makeServerConfiguration(
certificateChain: try NIOSSLCertificate.fromPEMFile("/path/to/cert.pem").map { .certificate($0) },
privateKey: .file("/path/to/key.pem")

https://docs.vapor.codes/advanced/server/#tls



Delegate TLS outside is preferred!

443 8080
—_— | oad Balancer —_—



Delegate TLS outside is preferred!

443 8080
—_— | oad Balancer —_—

Adds TLS



Delegate TLS outside is preferred!

443
—_— | oad Balancer

Adds TLS



Get your response headers right!

// Add API security headers
let securityHeadersFactory = SecurityHeadersFactory.api()

app.middleware.use(securityHeadersFactory.build())

https://github.com/brokenhandsio/VaporSecurityHeaders.git



Get your response headers right!

securityHeadersFactory = SecurityHeadersFactory. ()

// Add HSTS 1f Vapor 1s responsible for TLS
securityHeadersFactory.with(strictTransportSecurity:
StrictTransportSecurityConfiguration())

app. : (securityHeadersFactory. ())

https://github.com/brokenhandsio/VaporSecurityHeaders.git



Test TLS and headers!

Qualys Free Trial Contact

@ OUOIYS s3l | Al Home Projects
- abs

Your am herw Hoom = @ ogectc » S8 Seome e

SSL Report: api.illumineering. fr (51.210.241.229)

https://www.ssllabs.com/ssltest/

Contific.atn
Fromool Xupaart
Fay Eacwargw

Clpwr Strength

https://securityheaders.com/ ——

HTTP Strict Transpoat Scourty [HSTS | wiih long duration doployed on this server. MORE NF0

DNS Cartificatiaor Autharty Atharzati o |CAA) Palzy faund for th s davain. VU INID




Test TLS and headers!

-l I Home Projects Qualys Free Trial Contact
OUOIYS SSL Labs

Your am horw Hoom » B igecte » S8 Seome swleqiolincirsmmeng T 251 210501 256

SSL Report: api.illumineering. fr (51.210.241.229)

https://www.ssllabs.com/ssltest/

ool Xupaart
Fay Eacwargw

Clpwr Strength

s o more information, configuration pusdes. and books. Kaown issues are decumonded g,
Tak sarvar aupperas TLS 1.3
HTTP Slriet Transport Scourty [HETS | wilh long durdtion doployed on this server. MORE NFO «

DNS Cartificatiaor Autharty Atharzati o |CAA) Palzy faund for th s davain. VU INID

(\
\ Not all headers matters for an API



Validate user input!

https://docs.vapor.codes/basics/validation/



Authenticate your requests






2 — = —> 0

Authenticated request



8 — = —>

Unauthenticated request



How to get that secret?



How to get that secret?

Authenticate!




What are you authenticating?

User App



Authenticate as a user

Old school password

username
password



Authenticate as a user

Old school password

username
password

Do not store password in plain text (please?)



Authenticate as a user

Old school password

username
password

Do not store password in plain text (please?)

https://docs.vapor.codes/security/passwords/



Authenticate as a user
Sign in with Apple

s

Sign in
with Apple



Authenticate as a user
Sign in with Apple

LAnd @

with Apple App



Authenticate as a user
Sign in with Apple

iIgh In
with Apple App



Authenticate as a user
Sign in with Apple

iIgh In
with Apple App



Authenticate as an app



Authenticate as an app
Embed the key within your app?

() —-— 5

App



Authenticate as an app
Embed the key within your app?

() — 5

App

AP| Key






\[o}

Api keys are NOT for client side




Authenticate your app
Use App Attest!




Authenticate your app
Use App Attest!

ad@

App



Authenticate your app
Use App Attest!




Authenticate your app
Use App Attest!




Authenticate your app
Use App Attest!

.'Developer News Discover Design Develop Distrioute Supgort Account

O Documentation rotnge Suifi < Aot crangea:Hore
< All Technologies

. DevicaelChack f Val datin 'S 1NAE connect 1D YOUr SErver
DeviceCheck e 9 PP y :

wice identificatior Article

Validating apps that connect to your server

Verify that connections to your server come from legitimate instances of your app.

Accessing and moditying per-device data
> |c) DCDevice

App Attest
Estadlishirg your app’s integrity

Valicating apps that connect to your ser...

5 Assessing fraud risk OveI’VI ew
= Preparing tc use the app attest service Adcpt App Attest to check whether clients connecting te your server are valid instances of your app. Your
> (€] DCAppAttestService app uses the sharad instance of the DCAppAttestService to create a cryptographic key on & device,

and then attast to the key’s valid'ty. This produces an attestation object that your app passes to your
server, glong with the corresponding kay ident fier. Your server verifies the attestation abject, and then
Errors extracts the embedded public key and other ntarmat.an. Later, your server uses the key to verity assertion
objects that your app sends at critical pcints in the app's life cycle, like when users try tc download
premium content,

7 App Attest Environment

> (=] DCError
> (21 DCError.Code

) lat DCErrerDomain: String

your scrver

. CAaallenge
cles - ;

Attestation/assertian

= Attestation Object Validation Guide

L
I
I
!
'

App ottest

Filter /

https://developer.apple.com/documentation/devicecheck/validating-apps-that-connect-to-your-server



Authentication ceremony

U

App

—d=




Authentication ceremony

) = E

App ~0
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Authenticated request



What kind of secret do you send back?



What kind of secret do you send back?

Anything random enough



Store a token in DB

G ene rate ran d om tO ke N PUTCER23gNYDjx5iLdriawUAAAPXPzCF



Store a token in DB

G ene rate ran d om tO ke N PUTCER23gNYDjx5iLdriawUAAAPXPzCF

Store it @

Database



Store a token in DB

G ene rate ran d om tO ke N PUTCER23gNYDjx5iLdriawUAAAPXPzCF

Store it @

Database

Send it back



Send the token with the request

App side

request.setValue('"Bearer \(token)", forHTTPHeaderField: "Authorization")



Check a token from DB

struct AuthenticationMiddleware: Middleware <
func respond(to request: Request, chainingTo next: any Responder) async throws —> Response {
// Do anything with the request here
let response = try await next.respond(to: request)
// Do anything with the response here
return response



Check a token from DB

struct AuthenticationMiddleware: Middleware <
func respond(to request: Request, chainingTo next: any Responder) async throws —> Response {
// Do anything with the request here
let response = try await next.respond(to: request)
// Do anything with the response here
return response

app.middleware.use(AuthenticationMiddleware())



Check a token from DB

struct AuthenticationMiddleware: Middleware {
func respond(to request: Request, chainingTo next: any Responder) async throws —> Response {
// Do anything with the request here
return try await next.respond(to: request)



Check a token from DB

struct AuthenticationMiddleware: Middleware {

func respond(to request: Request, chainingTo next: any Responder) async throws —> Response {
guard let authorization = request.headers["Authorization"].first else {
throw Abort(.unauthorized)
}

guard authorization.starts(with: "Bearer ") else {
throw Abort(.unauthorized)
s

let token = String(authorization.dropFirst(7))

return try await next.respond(to: request)



Check a token from DB

struct AuthenticationMiddleware: Middleware {
func respond(to request: Request, chainingTo next: any Responder) async throws —> Response {
guard let authorization = request.headers["Authorization"].first else {
throw Abort(.unauthorized)
}

guard authorization.starts(with: "Bearer ") else {
throw Abort(.unauthorized)
s

let token = String(authorization.dropFirst(7))
try await check(token: token, for: request)
return try await next.respond(to: request)

¥

private func check(token: String, for request: Request) async throws {
// Check token validity in database here!
}



Issue a signed token
The specific case of JWT

Have user Info In a token, along with a
cryptographic signature




Issue a signed token
The specific case of JWT

""’iﬁ J UIJ T Debugger Libraries Introduction Ask PN AuthO
— .\Q 9g¢e pranes ' ' ; Crafted by N/ by Okta

Algorithm

Encoded Decoded

HEADER:

eyJhbGci01iJIUzZITNiIsInRScCI6IkpXVCJ9. ey
JZdWIi0iJKb2huIEFwcGx1lc2V1ZCIsImlzcyI6l
mlsbHVtaWS1lZXJpbmcuZnIilLCJpYXQi0jETMTYy
MzkwMjIsImV4cCI6MTUXNjIOMDgyMno.

PAYLOAD:

https.//jwt.io/



Issue a signed token

awalt app.jwt.keys.add(hmac: "secret", digestAlgorithm: .sha256)



Issue a signed token

awalt app.jwt.keys.add(hmac: "secret", digestAlgorithm: .sha256)

struct AuthenticatedPayload: JWTPayload {
let sub: SubjectClaim
let exp: ExpirationClaim
let iss: IssuerClaim
let i1iat: IssuedAtClaim

init(userID: SubjectClaim) {

self.sub = userID

self.exp = .init(value: .now.addingTimeInterval(1800))
self.i1ss = "1llumineering. fr"

self.iat = .init(value: .now)

¥

func verify(using algorithm: some JWTKit.JWTAlgorithm) async throws {
try self.exp.verifyNotExpired()
s



Issue a signed token

awalt app.jwt.keys.add(hmac: "secret", digestAlgorithm: .sha256)

struct AuthenticatedPayload: JWTPayload {
let sub: SubjectClaim
let exp: ExpirationClaim
let iss: IssuerClaim
let i1iat: IssuedAtClaim

init(userID: SubjectClaim) {

self.sub = userID

self.exp = .init(value: .now.addingTimeInterval(1800))
self.i1ss = "1llumineering. fr"

self.iat = .init(value: .now)

¥

func verify(using algorithm: some JWTKit.JWTAlgorithm) async throws {
try self.exp.verifyNotExpired()
s

¥

Let payload
Llet token =

= AuthenticatedPayload(userID: "John Appleseed")
try await request.jwt.sign(payload)



Check a signed token

struct AuthenticationMiddleware: Middleware {
func respond(to request: Request, chainingTo next: any Responder) async throws —> Response {
guard let authorization = request.headers["Authorization"].first else {
throw Abort(.unauthorized)
}

guard authorization.starts(with: "Bearer ") else {
throw Abort(.unauthorized)
s

let token = String(authorization.dropFirst(7))
try await check(token: token, for: request)
return try await next.respond(to: request)

¥

private func check(token: String, for request: Request) async throws {
// Check token validity in database here!
}



Check a signed token

struct AuthenticationMiddleware: Middleware {
func respond(to request: Request, chainingTo next: any Responder) async throws —-> Response {
try await request.jwt.verify(as: AuthenticatedPayload.self)
return try await next.respond(to: request)

https://docs.vapor.codes/security/jwt/



Where to go from there?



Where to go from there?
All the topics you might look into

Use a database

https.//docs.vapor.codes/fluent/overview/



Where to go from there?
All the topics you might look into

Use a key/value cache

https://docs.vapor.codes/redis/overview/



Where to go from there?
All the topics you might look into

Deployment!

Heroku: https://developer.apple.com/wwdc22/110360

Fly: https://docs.vapor.codes/deploy/fly/



Leverage the community!



Share what you learn!



Thank you!

Slides:

https://thomasdurand.fr/serverside-swift-2024


https://thomasdurand.fr/serverside-swift-2024
https://thomasdurand.fr
https://mastodon.social/@deanatoire

