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• Real time data

• Unlimited storage (and knowledge!)

• Cloud computing power

• LLM

• Decentralized backups

• …

Infinite power of the web !
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Private networks

127.0.0.0/8

10.0.0.0/8

192.168.0.0/16

172.16.0.0/12

169.254.0.0/16

0.0.0.0/8

240.0.0.0/4

::1/128

fc00::/7

fe80::/10

::ffff:0:0/96

::/128 Public network
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External provider

What can we trust?
Private network

Danger Zone

Only your servers are 
suitable to make proper 

security checks
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• Ensure the confidentiality, and integrity of data in transit

• Data can’t be read by ☠

• Data can’t be altered by ☠

• Certificate comes from the target server

• Authenticity of the server is NOT ensured (yet)
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Transport Layer Security
Is man-in-the-middle attack still possible?

• Server private key leak (unlikely)

• Make sure your server is safely guarded

• CA private key leak (very unlikely)

• Security flaw in TLS (likely to almost impossible)

• Depends on both server & client version

• Attacker Certificate Authority trusted by the client machine (likely)

• Your customer devices are not to be trusted!



Your users devices are in the 
danger zone
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• Your app should ship with the certificates you trust


• Certificates have expiration date → frequent updates


• Your app should warn the user for new updates


• Prevent attacker to add/change certificates
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Should you?

Is the data you transport is sensible enough to 

justify the troubles of certificate pinning?

Prevent MitM attacks
Certificate Pinning





Identification & Authentication



Identification & Authentication
API keys



Identification & Authentication
API keys come in two flavors



Identification & Authentication

Identity key

API keys come in two flavors



Identification & Authentication

Identity key Authentication key

API keys come in two flavors



Identification & Authentication
API keys

Identity key Authentication key



Identification & Authentication

Identity key Authentication key

Identify… your app your account!

API keys



Identification & Authentication

Identity key Authentication key

Identify… your app your account!

Data access Restricted Unlimited

API keys



Identification & Authentication

Identity key Authentication key

Identify… your app your account!

Data access Restricted Unlimited

Data update Limited Unlimited

API keys



Identification & Authentication

Identity key Authentication key

Identify… your app your account!
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Abuse can make… limited to no damage cost more than money

API keys



Identification & Authentication

Identity key Authentication key

API keys



Identification & Authentication

Identity key Authentication key

❌ ❌Commit them

API keys



Identification & Authentication

Identity key Authentication key

❌

✅

❌

❌

Commit them

Can afford to leak

API keys



Identification & Authentication

Identity key Authentication key

❌

✅

❌

❌

Commit them

Can afford to leak

✅ ❌Ship them

API keys



Identification & Authentication

Identity key Authentication key

❌

✅

❌

❌

Commit them

Can afford to leak

✅ ❌Ship them

API keys

Pull them to your app ✅ ❌
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OpenAIYour app Your server

{owned payload} {open AI payload}

Authenticate your app if you can

What to do with « Authentication » API keys?
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Authenticate your app

• Check the app authenticity

• DeviceCheck or AppAttest (iOS), Play integrity (Android)

• Authenticate your users

• Check in-app purchases server-side when applicable
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• User password is a secret

• If you have to store it → Keychain / KeyStore

• Authentication is hard to get right

• Flow and security shall be enforced by your backend

• Identity providers are an opportunity → Sign in with Google / Apple

• ASWebAuthenticationSession / OpenID AppAuth-Android instead of your own webviews

About user authentication
Identification & Authentication
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Automatic login or persistent authentication?
Identification & Authentication

• Bearer token, or session cookies are a secret

• Session cookie is managed by the system

• If you have to store them → Keychain / KeyStore

• Beware of universal links!

• Ask for user confirmation for any action performed by a link opening your app
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Instead of reverse-engineering the API

I reverse-engineered the machine

https://api.feedmypet.app/

https://github.com/Dean151/Aln-Symfony
And now, the original API is gone


But my machine still work 😎
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All these efforts to ensure  
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Encrypt it!
Symmetric key 

— 
Generated when needed 

— 
Stored in Keychain / KeyStore
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Storing sensitive data on server?

Encrypt it!
Symmetric key 

— 
Generated when needed 

— 
Stored in a KMS
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Don’t require data access on the server?
This one will surprise you

End-to-end encryption

Customer data can’t leak if you don’t own the keys…



“It’s useless to secure the door if you 
leave the window open”



Thank you!
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